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ABSTRACT
The recent trends show that the demand for secure data over telecommunication in increasing day by day. The
Is such as 3GPP, SSL, TLS,

for data encryption/decryption.

most simple and fast way of providing the data security in various secured pr

WPA2, Bluetooth, RDP, etc. is being done through stream cipher algori

Register, Cryptanalysis Attacks.
I. INTRODUCTION

The most practical techniq

with plaintext bits to te encrypted data and same keystream is used to decrypt the encrypted data at the

receiver side. The pseud (PN) sequence generator is the integral part of stream ciphers in which the

binary keystream is typiggly generated serially using a random initial/seed value (i.e., a cryptographic key)
using digital linear feedback shift registers (LFSRs). The same initial/seed value serves as the cryptographic key
for generating the binary keystream for the decryption of the enciphered data. The stream ciphers have various
attractive features in terms of security, fast speed, and error propagation etc. The security of the data
transmission or storage in public domain is supported by various well known secure protocols like 3GPP, SSL,
TLS, WPA2, etc. to fight against many attacks used to decrypt them. These protocols incorporates various
stream cipher algorithms [5-11]. The strength of stream ciphers to fight against unauthorized access to
stored/transmitted secret data depends on the method of random key generation but it is practically impossible to

implement a random key generator to generate a true random number sequence. Therefore, the best way to
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combat the problem of decryption of the private data by unauthorized entity is to generate lengthy PN number as
a key in a nonlinear manner because linear PN generators are not strong enough against algebraic/correlation
attacks. To generate the strong stream ciphers, we use the secret key as an internal state and an initial vector
(IV) to update the operation of each round of process of pseudorandom (PN) sequence and the Boolean
functions used in PN sequence generation must be good non-linear type [12].

In this research paper, an efficient stream cipher algorithm designed in such a way that can generate 255
pseudorandom bits in one round/session of process. The feedback to LFSRs generating PN-sequence is selected
on the basis of the status of the of another smaller PN-sequence generator which increases the security of the
stream ciphers by keeping the system simple from the point of view of design and hardware/software
d in MATLAB per session

implementation. The 255 pseudorandom bits generated by this algorithm impl
of processing are capable to resist algebraic and correlation attacks.
1. BACKGROUND
The individual bits are encrypted in stream ciphers by adding a bit from

plaintext in a synchronous or an asynchronous manner. The i ends only

stream ciphers, efficient m r smaller chjgfarea) than a block cipher for encrypting at

the same data rate.
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Figure (1) Synchronous and Asynchronous Stream Ciphers

2.1 Random Number Generators

From the security point of view, the most important and central issue in the stream cipher algorithms is the age
band of key stream (s;). Therefore, the algorithm for generation of the key stream must be the most secured,
random and robust one so that the key stream bits generated should appear like a random sequence to any
attacker. The purpose of the random sequence generators (which may be a software/hardware/a combination of

software and hardware) to generate random numbers that behave as if they were produced randomly from the
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outcome of a random event but the practical random numbers generated in the field of computing are not true
random numbers (they are pseudorandom numbers) [13-14]. As random key stream plays an important role,

different kinds of random number generators (RNG) will be discussed first in the following paragraphs.

(i) True Random Number Generators (TRNGs)have the characteristic that their output can’t be
regenerated, like the recording the outcomes of tossing a coin 200 times in the form of a sequence of
200 bits. The probability of reproducing the same sequence of 200 bit is extremely very small (i.e.,
1/2%%), and virtually it will eliminate any chance of recreating the same bit sequence. Some of other
physical events of generating true random numbers are semiconductor noise, rolling of a dice,

radioactive decay and clock jitter in digital circuits. For generating tQe secret session keys that are

distributed among the authentic parties, we often need TRNGs.
(if) Pseudorandom Number Generators (PRNGs)produce pseud ers using an initial seed
So= initial seed value

Sivr= (i, Si-1y - - - ,Si0), 1=0,1,2, .. . and t is a fixe

breakable.A crypto is sai unconditionally secure if it can’t be decrypted using infinite number of
computational resourc security of the system is not limited by the computational power of the
attackers. For instance, a g@@@nkenexperiment: assume a symmetric algorithm for encryption/decryption having
a key stream length of 10,000 bits, and the only attack is a brute-force attack (i.e., an exhaustive key stream
search). Since an attacking party may have infinite number of computational resources, say 2% number of
computers are available and every computer checks for exactly one key. These computations will provide us the
correct key stream in one step. However, of course, it will would not be feasible for the humankind to have
219 number of computers. We have to note down here that the situation would be different if the key bit
stream values (s;) are not true random numbers. Therefore, in practice it is very difficult to fulfil the
requirements of an OTP cryptosystem: (i) a need for TRNG (e.g., a device based on semiconductor noise), (ii) a
need for secretly delivering the true random key sequence between two legitimate parties (e.g., a trusted courier

service) and (iii) need for a fresh and long key stream per session meaning a new key bit for every plaintext bit-
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a major drawback of the OTP. Thus, for all these difficulties, OTPs are rarely used in practical cryptosystems

but they provide us the best possible idea for the computationally secure ciphers [14].

2.2.2 Practical Stream Ciphers

As we know that OTPs are almost unconditionally non-breakable but they have practical difficulties to develop
them. In practical stream ciphers, we replace the true random number generator by a pseudorandom number
generator where the secret key bit sequence (k) serves as an initial vector as shown in figure (2). Unlike OTPs,
practical stream ciphers are not computationally non-breakable, but we hope for the best possible practical
computational security which is defined as “a cryptosystem is said to provide practical computationally security

if t operations are required to decrypt it by the best possible known algorithm”. Lherefore, what a designer can

assure that the designed crypto schemes are computationally secure. The desj re (2) has the major merit

and to avoid the kind i : # is not computationally feasible to generate
the bit sequence t n-bits of the key stream (sy, S, ... , sp). As we
know that all lications are cryptographically insecure. Therefore,
in pracy we require t red PNRGs for stream ciphers.
. imitial key (short)
4 - oY 2™ e
e s
key stream key stream
generator generator
5 5
ARG Yi insecure channel Y Y- - X1 %
- - -
L/ (e.g.. Internet) L/

Figure (2) Practical Stream Ciphers
Now question arises that how to design a practical stream cipher algorithm that is optimized either from the

software implementation point of view (that requires fewer CPU instructions to generate one key sequence bit)

or the hardware implementation point of view (that requires simple design circuitry/operations to be realized in
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hardware easily). The most popular and simple design example is shift registers with feedback to be discussed
next.

2.3 Linear Feedback Shift Registers (LFSRs)

The practical stream ciphers employ the key stream generators to generate a sequence of key bits (s, S, ...)
having certain good statistical properties. A very simple and practical way of realizing a long pseudorandom bit
sequences is to use LFSRs. An LFSR is nothing but a series of clocked cascaded storage elements (flip-flops or
FFs) with a feedback path. The degree of LFSRs is given by the number of FFs used in its design (e.g., an LFSR
with m-FFs is having a degree m). The feedback network circuitry computes the input to the last FF as modulo-

2 addition (XOR-sum) of the outputs from the particular FFs in the shift register. Figure (3) shows a general

hardware implementation of an LFSR with degree m which employs m-FFs ssible m-feedback paths in

combination with XOR operation. The values of feedback coefficients (po .., pm-1) decide the activeness of

output bit values. And the output bit sequence generated by an LFSR
the recurring states are finite. Moreover, the generated output bit
e m have different lengths (< 2™ -1) that depend on the feedback
coefficients and the m uence length generated by an LFSR is 2™ -1. The next state of an LFSR is
uniquely computed from thE§@Tevious status of m-internal register bits. And an LFSR is said to start repeating its
values as soon as it assumes its initial state. As an m-bit vector can only have (2" -1) nonzero states, thus the
maximum sequence length is (2™ -1) before repetition. We exclude all zero state because if an LFSR assumes all
zero state then it will get “caught” into it and will never be able to come out of it again. Note that only some
particular configurations of feedback coefficients (po, pP1, ... , pm-1) result maximum length sequence from
LFSRs. The LFSRs with a feedback coefficients (pm.1, ... , p1, Po) are usually represented by the following
polynomial notation: P(x) = x™+ py_x™ + ... + p1x+ po. For example, the LFSR with feedback coefficients (ps
=0,p,=0, p; =1, po = 1) may be represented by the polynomial P(x) = x* + x + 1. An alternative notation (5, 2,
0) represents the polynomial P(x) = x° + x* + 1. The maximal length LFSRs are also have primitive polynomials

(a special type of irreducible polynomials meaning that they only divided by 1 and polynomial itself). Note that
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there are many primitive polynomials for every given degree m that can easily find out. For example, an LFSR
of degree m = 4 with the feedback path coefficients (ps = 0, p» = 0, py =1, po = 1) generates the output bit
sequence with a period of 2™-1 =2* -1= 15, i.e., it is a maximum-length LFSR. But in case of an LFSR of degree
m=4 and feedback coefficients (ps =1, p, =1, p1 =1, py =1), the generated output bit sequence has period of 5;
thus, it is not a maximum-length LFSR [14].

LFSRs can be easily realized in software/hardware to produce a long bit stream with good statistical properties
but not strong enough cryptographically, means, they can be easily decrypted. Therefore, we have to introduce
some kind of non-linearity in the design of PN-sequence generator to make it difficult to decrypt the ciphertext

as much as possible.

£ 4l I\ S e

sequence generat

with
stream ciphe in fi is PN-sequence generation scheme is different from the conventional
one. It has empl imal PN-sequence generators (a primary with feedback coefficients
the primary PN-sequenc erator are selected/deselected by the status of the secondary PN-sequence
generator. Here, the feedidack connections/taps of the main PN-sequence generator are varied continuously by
means of the status of the secondary PN-sequence generator with degree m=4 which is generating 15-bits
maximal PN-sequence for experimental study. The four output status of the secondary LFSR is used to control
the feedback coefficients of the primary PN-sequence generator by feeding them through AND gates whose
outputs fed to the XOR gates. If the status of the particular output bit of the secondary LFSR is 1, it means that
the corresponding feedback coefficient is selected in generating the main PN-sequence otherwise not. The
feedback coefficients/connections (1,8) of primary PN-sequence generator are fixed and others (2,3,4,6) are
controlled by the status of the secondary LFSR. The clock of the secondary PN-generator is taken after dividing

the original clock by an integer number (N) so that the feedback connections of the main PN-generator remain
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same for the N-bits of the output bit stream generated and after N-bits the feedback connections may change. In
this way, the randomness of the PN-sequence generator increases by selecting/deselecting the feedback
coefficients and varying the values of N. This novel algorithm is used for generating the symmetric stream
ciphers with the 12-bits as initial vector for the initialization purpose of both the PN-sequence generators (8-bits
for primary one and 4-bits for secondary one). This 12-bits sequence is kept secret and form the part of the

symmetric secret key.

IV. RESULTS & DISCUSSION

The proposed novel algorithm for Windows platform. The results

i A e et s Dt e -
Jlde 4 ANNDVL-Q2 00 0

. -; -y ~ v-ao--u--w--uq--- e v

" :

" '

“

[T18 4

. % .

R il e R R |

() For Initial Vectors a~{1010] & b={10001010]

L2}

66 | Page




International Journal of Electrical and Electronics Engineers ISSN- 2321-2055 (E)
http://www.arresearchpublication.com JEEE, Vol. No.3, Issue No. 02, july-Dec, 2011

i
File I Yes et Seh Deitsy Sedoe gy

DQAEde & \L\09¢«L-Q 08 =D

-

02

n

L

(b) For Initial Vectors a={1100] & b={11101000)

Figure (5) Generated Output PN-Sequence for N=16
V. CONCLUSION

In this research paper, some weak

7

y to generate a long unique output bit sequence of bits using as a
perimental purpose, two shift registers (4-bits and 8-bits) in serial

generating long PN-se ghdustrial purpose.
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